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If you are a network administrator, you're under a lot of pressure to ensure that mission-critical

systems are completely safe from malicious code, buffer overflows, stealth port scans, Smb probes,

Os fingerprinting attempts, Cgi attacks, and other network intruders. Designing a reliable way to

detect intruders before they get in is an essential--but often overwhelming--challenge. Snort, the

defacto open source standard of intrusion detection tools, is capable of performing real-time traffic

analysis and packet logging on Ip network. It can perform protocol analysis, content searching, and

matching. Snort can save countless headaches; the new Snort Cookbook will save countless hours

of sifting through dubious online advice or wordy tutorials in order to leverage the full power of

Snort.Each recipe in the popular and practical problem-solution-discussion O'Reilly cookbook format

contains a clear and thorough description of the problem, a concise but complete discussion of a

solution, and real-world examples that illustrate that solution. The Snort Cookbook covers important

issues that sys admins and security pros will us everyday, such

as:installationoptimizationloggingalertingrules and signaturesdetecting

virusescountermeasuresdetecting common attacksadministrationhoneypotslog analysisBut the

Snort Cookbook offers far more than quick cut-and-paste solutions to frustrating security issues.

Those who learn best in the trenches--and don't have the hours to spare to pore over tutorials or

troll online for best-practice snippets of advice--will find that the solutions offered in this ultimate

Snort sourcebook not only solve immediate problems quickly, but also showcase the best tips and

tricks they need to master be security gurus--and still have a life.
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I read the Snort Cookbook because I am always trying to learn more about Snort. I've read almost

every book on the open source intrusion detection system, so I hoped the Snort Cookbook might

offer advice not found elsewhere. Unfortunately, whatever good material appears in the book is

overshadowed by outdated or outright bad advice. The best Snort book is still Syngress' Snort 2.1,

so I recommend reading that title.The Snort Cookbook starts poorly with ch 1, which at 50 pages is

the book's largest. After repeating installation instructions covered in online resources, the book

turns to dubious packet collection recommendations. Item 1.10 suggests creating a listen-only

Ethernet cable but never mentions disabling ARP traffic with ifconfig's -arp option. Item 1.11

describes how to build a homebrew tap but doesn't address signal regeneration problems that could

result in traffic loss.Item 1.12 gives terrible advice: "If your Snort machine has only one network

interface, using the passive tap, run both lines to a small hub. Then from another port of the hub,

run a cable to your IDS. This will combine and maybe even buffer the traffic for the IDS and give a

full duplex connection." Wrong -- this is a nice way to never see traffic when full-duplex packets from

the two transmit lines collide in the hub.Item 1.14 says "Snort itself is incapable of sniffing a wireless

network," but it ignores the fact that while Snort doesn't understand 802.11 traffic, the sensor can

join a wireless network and interpret what it sees. Item 1.15 demonstrates more ignorance of

hardware issues by saying "Linux-compatible gigabit Ethernet cards are available with up to six

ports.
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